Cisco AnyConnect VPN Client Installation Guide

Getting Started

; Open Internet Explorer
len

Make sure you are connected to the internet

If you’re running Windows 7

In Windows 7, Internet Explorer starts in the Protected Mode, which will not allow the VPN
software to install correctly. It must be disabled in order to continue. To disable this mode,
double-click on ‘Internet | Protected Mode: On’ at the bottom right of the Internet Explorer
window:

€ Internet | Protected Mode: On

The Internet Security window will appear. Uncheck ‘Enable Protected Mode’, then click OK,
then OK again when a Warning box appears.
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Close and re-open Internet Explorer.

Starting the installation — logging into the site

Proceed to the following webpage: https://152.21.254.3
Please note the use of https instead of the usual http.

£ https://152.21.254.3/


https://152.21.254.3/

You may be greeted with a website security certificate error page as pictured below. This is
fine. It is safe to click ‘Continue to this website (not recommended).” This will take to you the
main login for the VPN software.

@ There is a problem with this website's security certificate.
A

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.
® Click here to close this webpage.

&9 Continue to this website (not recommended).
& More information
Once at the login page, enter your university username and password (the same used for

BraveWeb and email). For group, select UNCP_Staff and click Login. If your information is
correct, you will get a ‘Welcome to the UNCP_Staff Policy’ message. Click Continue.

UNCP Login

Please enter your username and password.

USERNAME: Welcome to the UNCP_Staff Policy
PASSWORD:
GROUP:  UNCP_Staff -

Installing the VPN software

You browser will immediately start the installation process automatically. Most of the process
is done automatically without your input, but a few times some boxes will pop-up asking for
your input. First, you screen will look like this:

Cisco AnyConnect VPN Clien
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@ WebLaunch Using ActiveX for Installation

Launching Cisco AnyConnect VPN Client.

Platform

~ Detection 1f the software does not start properly, Click here to

end the session cleanly.

- ActiveX




The installer will prompt you to allow the installation of an ActiveX Control. Simple click the
pale yellow bar that appears at the top of window and select:
For older Internet Explorer: Install This Add-on for All Users on This Computer...
For newer Internet Explorer: Installation Blocked >>
Install This Add-on for All Users on This Computer...

(& Installation

'@' To help protect your security, Internet Explorer has restricted this site from showing certain content. Click here for options...
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What's the Risk?

Information Bar Help

To proceed with set up, select "Install ActiveX
Control". If you are prompted to Retry or Cancel,
select Cancel.

Continuing in 30 seconds [skip].
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If you are running Windows XP:
A window will appear asking if you want to install this software. Click Install.

If you are running Windows 7:
A User Account Control will appear asking if you want to allow the program to make changes to

your computer. Click Yes.

You may get a security alert, just click ‘Yes’ to proceed.

Security Alert @

ri‘l This page requires a secure connection which includes
W server adthertication.

The Certificate lssuer for this site is untrusted or
unknown. Do you wish to proceed?
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Next, a series of smaller boxes will appear indicating the process of the installation:

Windows Installer VPN Client Downloader

_ALd] Preparing to ingtall... The installer is setting up the AnyConnect application. This
2 could take a moment. Please wait...

If you are running Windows 7:
After a short wait, another User Account Control will appear. Click Yes.

Finally, a box will appear indicating that that the VPN is attempting to connect.

VPM Client Downloader

E@ Flease wait while the VPN connection iz established. -

If the attempt is successful, you should get a ‘Connection Established” message:

-lll- | I " Cisco AnyConnect VPN Client
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E% WeblLaunch Connection Established
The Cisco AnyConnect VPN Client has successfully
_ Platform connected.
Detection The connection can be controlled from the tray icon,

- ActiveX circled in the image below:
- Connected

Finishing installation (only if running Windows 7)

Follow the steps under ‘If you’re running Windows 7’ and re-enable Protected Mode by
checking ‘Enable Protected Mode’

Congratulations! You are now connected through VPN!



