Cisco AnyConnect VPN Client Installation Guide

Using Mozilla Firefox 3.6

After starting Firefox, enter https://152.21.254.3 in the address bar as shown:

o https://152.21.254,3

You will quite likely see the following:

This Connection is Untrusted

ou have asked Firefox to conmect securely to 152.21.254.3, but we can't confirm that your
conneckion is secure,

Marmally, when you kry to connect securely, sites will present trusted identification ko prove that you
are going ko the right place. However, this site's identity can't be verifiad.

wWhat Should I Do?

If vou usually connect ko this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,

Get me out of here!

Technical Details

1 Understand the Risks

Please click on “I understand the Risks”.

I Understand the Risks

If vou understand what's going on, wou can tell Firefox to skart trusting this site's identification. Even
if you trust the site, this error could mean that someone is tampering with your

connection.

Don't add an exceplion unless you know there's 3 good reason why this site doesn't use trusted

identification,

#idd Exception... <

Click the “Add Exception” button.


https://152.21.254.3/

Next, click on the “Confirm Security Exception” button.

Add Security Exception

g O\ You are about to override how Firefox identifies this site,
y I Legitimate banks, stores, and other public sites will not ask you to do this. kv
Server
Location: | https: /{152, 21,2543} | Get Certificate
i}
Certificate Status
This site attempts to identify itself with invalid information,
Wiew...
Unknown Identity
Certificate is not brusted, because it hasn't been verified by a recognized authority.
Evi

Permanently store this exception

| > [gonfirm Security Exception] [ Cancel ]

Next, enter your username and password. Insure that you have selected “UNCP_Staff” for “Group:”.

UNCP Login

Please enter your username and password.

LISERNAME: | |
PASSWORD: | |
GROUP: | UNCP_Staff v




You will then see the following:

ahaln cisco AnyConnect VPN

CIsco
@ webLaunch Using Sun Java for Installation
Security Warning
Platform Atternpting to launch the Sun Java applet which is
- _ digitally signed by Cisco Systems. In order to
Detection

properly download and install the plug-in, be sure
to click "Yes" on the security pop-up.

- Java Detection “

- Sun Java

Warning - Security

The web site's certificate cannot be verified. Do you
want to continue?

Name: 152.21.254.3

Publisher: 152.21.254.3

[] Alwways krust cankent fram this publisher,

l The certificate cannot be verified by a trusted source, Mare Information..
; . ;

Click on the “Yes” button.

You will then see the following. Click the “Yes” button.

PN Client Downloader

The installer is analvzing this computer. Please wait. ..

Zancel

Security Alert

ri?‘l Thiz page requires a zecura connhection which includes
?. zerver authertication.

The Certific:ate |zzuer for thiz zite iz untrusted or
unknown. Do you wish to proceed?

[ Tes l [ Mo l [ Wiew Certificate l [ Mare Info




The installer will then setup the VPN client software. When this is complete, you will see the following:

I Cisco AnyConnect VPN Clien

CISCO
E@ webLaunch Connection Established
The Cisco AnyConnect WPN Client has successtully
_ Platform connected,
Detection The connection can be controlled from the tray icon,

circled in the image below:

- Java Detection

- Sun Java & =g/ & L 11:43F

- Connected

Congratulations! You have installed the Cisco AnyConnect VPN Client. As indicated in the screenshot
above, you will be able to control the client via the System Tray icon.



